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— Mouse click could plunge city into darkness (CNN 2R i )
- http://edition.cnn.com/2007/US/09/27/power.at.risk/index.html
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ISO 27001 by country (2011)

Country Number of certificates % of total
Japan 6914 39%
India 1427 8%

United Kingdom 1360 8%
China 1219 7%
Taiwan 791 5%

Romania 760 4%
Spain 642 4%
[taly 503 3%

Germany 424 2%

United States 313 2%




CNS 27000 ,x 7% %

EACLE I - LA (1nformat10n security manage
ment system, ISMS) & 71| & &
- ISO27k % 7|1 & (ISO/IEC 27000 % &% )

- 4 ISO % IEC(
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http://en.wikipedia.org/wiki/International_Electrotechnical_Commission
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27000 & 7| & & (1)

CNS 27000 FRHPfHF—F 2HF—FTNE 2 # I 55— EpLE P4

CNS 27001 FUHF— & > Hjir— ”F\?;%—"é’i’g/:.J Fo— % RFEIE (20
13)

CNS 27002 FaFfir—F 2Hpr—FAFX > F 12
? )

CNS 27003 3t Pejlr— % 2 Jjie— Fit & 2§ 3L 5 S iF4p 5]

CNS 27004 ‘”“*u;tﬁ% TP -FTAE > H I~

CNS 27005 Ffpir—F 2 pF— FTME 2 b %G 3

CNS 27006 F i fjir—F 2 Hr— LT & }_g
Wiz & R

ISO/IEC 27007 Guidelines for information security management systems
auditing (focused on the management system)

ISO/IEC TR 27008 Guidance for auditors on ISMS controls (focused on th
¢ information security controls)
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27000 % 7] & 3 (2)

CNS 27010 T3 FjiFs—F 2 e — IR 2 e Rid 2 FiE
L

ISO/IEC 27011 — Information security management guidelines for telec
ommunications organizations based on ISO/IEC 27002

ISO/IEC 27013 — Guideline on the integrated implementation of ISO/I
EC 20000-1 and ISO/IEC 27001

CNS 27014 % Bl AT — & > P — ?;‘%—’?{ el

ISO/IEC TR 27015 — Information security management guidelines for f
inancial services

ISO/IEC TR 27019— Information technology — Security techniques —
Information security management guidelines based on ISO/I
EC 27002 for process control systems specific to the energy
industry

CNS 29100 F i Hjir— & > Fpr—"EF =3¢



A

g

27000 % #1453 (3)

ISO/IEC 27031 Guidelines for information and communications technolo
gy readiness for business continuity

CNS 27032 FABM—F 2HF—PHELX 24 FH & (4237 )

ISO/IEC 27033 Network security (parts 1-5 published, part 6 DRAFT)

ISO/IEC 27034 Guideline for application security (part 1 published, rest 1
n DRAFT(2~8))

ISO/IEC 27035 Security incident management

ISO/IEC 27036:2013 Information security for supplier relationships (part
s 1 & 3 published, remainder in draft)

ISO/IEC 27037 Guidelines for identification, collection and/or acquisitio
n and preservation of digital evidence

ISO/IEC 27038:2014 Information technology — Security techniques —
Specification for digital redaction

ISO 27799 Information security management in health using ISO/IEC 27
002



¢ 2 27K %

ISO/IEC TR 27023 Information technology — Security techniques — Ma
pping the Revised Editions of ISO/IEC 27001 and ISO/IE
C 27002 (draft)

ISO/IEC 27017 Code of practice for information security controls based o
n ISO/IEC 27002 for cloud services (DRAFT)

ISO/IEC 27018 Code of practice for PII protection in public clouds acting
as PII processors (DRAFT)

ISO/IEC 27039 Intrusion detection and protection systems(IIDPS) (FINA
L DRAFT)

ISO/IEC 27040 Storage security (FINAL DRAFT)
ISO/IEC 27041 Assurance for digital evidence investigation methods

ISO/IEC 27042 Guidelines for the analysis and interpretation of digital evi
dence (DRAFT)

ISO/IEC 27043 Digital evidence investigation principles and processes (FI
NAL DRAFT)

ISO/IEC 27044 Guidelines for security information and event management
(SIEM) (DRAFT)

ISO/IEC 27050 Electronic discovery (DRAFT)
23 http://www.is027001security.com/
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CNS 15408 % [ & B'| (Common Criteri
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L1
2
3
L4
BN}
6

7

EAL1~7

functionally tested
structurally tested
methodically tested, checked
designed, tested, reviewed
semiformally designed, tested

verified, designed, tested
formally ....
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