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" Requirements >
Confidentiality Integrity Availability Non-Repudiation
*E Unauthorized Unauthorized Denial of Service or Accountability; Denial of Action
4] Access to Modification or Theft Prevention of that took place, or Claim of
E Information of Information Authorized Access Action that did not take place
A ] 1 ] J ¥ LLTTTE TRy,
UEETEE' M Planted in System After-the-Fact
Eavesdropping Masquerade Virus/Worms Denial of Action
2 - |
Traffic Analysis ng:;ll:u Trojan Horse Claim of Action
EM/RF Trapdoor Stolen/Altered

W Interception .ﬁu‘u)ﬂriz.ation

S | ndiscretions e Service Spoofing bl
————————————

o by Personnel Physical

E Media Intrusion o -
Scavenging Man-in-the-Middle Denial of Service
Modification Integrity Violation Resource Exhaustion
Intercept/Alter Theft Equipment Failure
Repudiation SOy Software Failure
v IEC 60807

F# & ik : IEC 62351-1
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Cyber Security Categories
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Typical Security Attacks

Countermeasures

Human-Machine
Interface

=

Masquerade, Bypass Control,

Human Role-based and

Software Applications
in Computer Systems

Communications
Transport Protocols

-

Communications
Media

=

Theft, Carelessness, #—™"  Individual Authentication and
Repudiation, Physical Intrusion Authorization
Masquerade, Bypass Control, Software Authentication,
Trojan Horse, Viruses, ~—n| Authorization, Testing, Patch
Malfunctions, Bugs . Management
Eavesdropping, Masquerade, Encryption, Transmission
Man-in-the-Middle, Replay, — Authentication, Access
Resource Exhaustion Control, Digital Signatures
Resource Exhaustion, Path Restricted Access, Coding
Failure, Traffic Analysis, EM/IRF f,—/ Encryption, Redundant
Interception, EM/RF Interference Messages, Redundant Paths

F# 4R : IEC 62351-1
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Energy Control
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Security testing / audit
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