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Agenda

• Governments and Critical Infrastructures

• Security Incidents and Cost of Breach

• IoT devices for Infrastructures

• Vulnerability, Exploit, and Attack

• Keysight can Help

IoT Security for Critical Infrastructures
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Across the World

US: >$22B for federal cyber security budget

 $175M for privately owned infrastructure

UK: additional £2.6B in cyber and legacy IT

Australia: additional $10B toward cyber security

Singapore:  additional $1B to uplift cyber security

26.2B

--------

----------------------------------------------------------
   $245M for the cybersecurity and resilience of the energy sector
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Critical Infrastructure Sectors

Chemical Commercial Facilities Communication Critical Manufacturing

Dams Defense Industry Emergency Services Energy

Healthcare/Public HealthGovernment FacilitiesFood and AgricultureFinancial Services

Water and astewaterTransportation SystemNuclear Reactor/MaterialsInformation Technology
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Many recent security incidents in critical infrastructure
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1 Source: Cost of Data Breach Report, IBM and Ponemon Institute 2022

Cost of a data breach reportAvg. cost of breach by sector

Most expensive country 

$9.44 million

average cost of 

a breach

#1US
av. cost of a data-breach

across all (17) countries 

and all (17) industries 

$4.3m

#1
Healthcare was highest 

cost industry with $10m+ 
av. cost of a breach 

277 
days, average time to 
identify and contain 

a data breach
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STRIDE model

Security assessment guidelines for IoT-enabled field application

•Spoofing Identity

•Tampering with Data

•Repudiation

• Information Disclosure

•Denial of Service

•Elevation of Privilege
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• Globally recognized by developers as the first step towards more secure coding

Top Ten Web Security Risks (2017/2021)
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Most Severe Security Threat 

Zero-Day Vulnerability, Exploit and Attack

Fuzzing is the most effective mining 

tool for discover Zero-Day 

vulnerabilities
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Found vulnerabilities using fuzzing

Vulnerabilities detected using fuzzing
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You have some security holes

What if you have below connected devices in your critical infrastructure

ICSA-22-172-03
Could allow an 
attacker to execute 
malicious code on 
the device.

ICSA-20-063-01
Could grant access 
control to a thief by 
means of remote 
execution. 

CVE-2021-33883 
Allows altered doses 
of medication to be 
delivered to patients 
without any checks.

Enables remote 

code execution, 

can spread across 

network.

CVE-2021-39238 CVE-2021-28372
Allows hackers to 
watch and listen to 
live feeds.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-28372
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Protocol and Application Layer

Keysight Security Testing Capabilities

Core 
Features

• Monthly updates

• Test presets

• Intuitive UI

• Automation 
framework

• Summary & 
detailed 
Reporting

• Crash PCAPs

Bluetooth

• Accelerated 
fuzzing

• Compliance

• Denial of 
Service

WiFi

• Accelerated 
fuzzing

• Key capture 
attacks

• Weak password 
cracks

• Known CVE 
discovery

WiFi/TLS

• Deprecated 
cipher check

• Certificate 
validity

• HTTPS scanner

Android-
specific

• ADB scan

• Root access 
check

• File execution

TCP/IP/UDP

• Accelerated 
fuzzing

• Vulnerability 
assessment

• Service/Port 
Discovery

• Known CVE 
discovery
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Keysight IoT Security Testing is 

proven.

• Covers 9/10 of OWASP IOT Top 10 

(all but physical security)

• Used in discovery & validation of 

significant vulnerability classes:

• Sweyntooth – causes crash/reboots in 

healthcare, industrial, and consumer 

devices

• Braktooth – impacts over 1 billion 

deployed IOT devices

• Finds both known (vulnerability 

scanning) and unknown (protocol 

fuzzing) security flaws

Used to find/validate 40+ CVEs such as:

CVE-2021-28139 CVE-2019-12586

CVE-2021-34144 CVE-2019-12587

CVE-2021-28136 CVE-2019-12588

CVE-2021-28135 CVE-2019-16336

CVE-2021-28155 CVE-2019-17519

CVE-2021-31609 CVE-2019-17517

CVE-2021-31612 CVE-2019-17518

CVE-2021-34150 CVE-2019-17520

CVE-2021-31613 CVE-2019-19195

CVE-2021-31611 CVE-2019-19196

CVE-2021-31785 CVE-2019-17061

CVE-2021-31786 CVE-2019-17060

CVE-2021-31610 CVE-2019-19192

CVE-2021-34149 CVE-2019-19193

CVE-2021-34146 CVE-2019-19194
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Critical Flaws Found in Medical Devices

Supply Chain Impacts Device Security

• Most manufacturers use off-the-shelf 

communication chipsets from established 

vendors

• Those chipsets may not be fully tested or 

have latest firmware

• When critical vulnerabilities are discovered, 

device manufacturers must scramble to 

address flaws and rush updates

• Brand damage, expensive recalls, 

compliance risk

• Result of inadequate full-stack testing
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